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Abstract. We introduce an efficient method for computing Montgomery
products of polynomials in the frequency domain. The discrete Fourier
transform (DFT) based method originally proposed for integer multipli-
cation provides an extremely efficient method with the best asymptotic
complexity, i.e. O(mlogm loglogm), for multiplication of m-bit integers
or (m — 1)** degree polynomials. However, the original DFT method
bears significant overhead due to the conversions between the time and
the frequency domains which makes it impractical for short operands as
used in many applications. In this work, we introduce DF'T modular mul-
tiplication which performs the entire modular multiplication (including
the reduction step) in the frequency domain, and thus eliminates costly
back and forth conversions. We show that, especially in computation-
ally constrained platforms, multiplication of finite field elements may be
achieved more efficiently in the frequency domain than in the time do-
main for operand sizes relevant to elliptic curve cryptography (ECC). To
the best of our knowledge, this is the first work that proposes the use of
frequency domain arithmetic for ECC and shows that it can be efficient.

Key Words: Finite field multiplication, DF'T, elliptic curve cryptography.

1 Introduction

Finite fields have many applications in coding theory [2,1], cryptography [11,
4,13], and digital signal processing [3]. Hence efficient implementation of finite
field arithmetic operations is crucial. Multiplication of finite field elements is
commonly implemented in terms of modular multiplication of polynomials real-
ized in two steps: ordinary polynomial multiplication and modular reduction of
the result by the field generating polynomial. Unlike modular reduction which
has only linear complexity, i.e. O(m), for polynomials of degree m — 1 when
a fixed special modulus is chosen, polynomial multiplication with the classical
schoolbook method has quadratic complexity, i.e. O(m?), given in terms of the
number of coefficient multiplications and additions. This complexity may be im-
proved to O(m!°823) using the Karatsuba algorithm [8]. However, despite the
significant improvement gained by the Karatsuba algorithm, the complexity is



still not optimal. Furthermore, the implementation of the Karatsuba algorithm
is more burdensome due to its recursive nature. The known fastest multiplication
algorithm, introduced by Schénhage and Strassen [16], performs multiplication
in the frequency domain using the fast Fourier transform (FFT) [6] with com-
plexity O(mlogmloglogm) for multiplication of m-bit integers or m-coefficient
polynomials [7]. Unfortunately, the FFT based algorithm becomes efficient and
useful in practice only for very large operands, e.g. larger than 1000 bits in size,
due to the overhead associated with the forward and inverse Fourier transform
operations.

When the transformation computations between the time and frequency do-
mains are not considered, frequency domain polynomial multiplication (without
modular reduction) has surprisingly low linear, i.e. O(m), complexity. Sadly, no
efficient method for performing modular reduction is known to exist in the fre-
quency domain, and therefore one needs to convert the result of a polynomial
multiplication operation back to the time domain to perform modular reduction
bearing significant overhead. In this paper we propose an algorithm for achieving
modular reduction in the frequency domain. Thus, the entire finite field multipli-
cation, including modular reduction, can be carried out in the frequency domain.
In many finite field applications a chain of arithmetic operations is performed
rather than a solitary one. Using our method, after an initial conversion step all
intermediary operations may be computed in the frequency domain. Therefore,
there will be no need for conversion before and after every single finite field
multiplication except before the very first and after the very last ones.

2 Background
Number Theoretic Transform (NTT)

Number theoretic transform over a ring, also known as the discrete Fourier
transform over a finite field, was introduced by Pollard [14]. For a finite field
GF(q) and a generic sequence (a) of length d whose entries are from GF(q), the
forward NTT of (a) over GF(q), denoted by (A), can be computed as
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Likewise, the inverse NTT of (A) over GF(q) can be computed as
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Here we refer to the elements of (a) and (A) by a; and A;, respectively, for
0 < i < d-—1. Also, we will refer to (a) and (A) as the time and frequency
domain sequences, respectively. The above NTT computations over GF(q) are
defined by utilizing a d-th primitive root of unity, denoted by r, from GF(q) or a



finite extension of it. Note that unlike the complex number r = e727/¢ generally
used as the d-th primitive root of unity in the discrete Fourier transform (DFT)
computations, a finite field element r can be utilized for the same purpose in an
NTT. A number theoretic transform of special interest is Mersenne transform,
which is an NTT with arithmetic modulo a Mersenne number M,, = 2™ —1 [15].
Hence, if g is a Mersenne prime, then the NTT over GF(q) is a Mersenne trans-
form.

Mersenne transform allows for very efficient forward and inverse DFT oper-
ations for r = +2F, where k is an integer. Multiplication of an n-bit number
with integer powers of 2 modulo M,, can be achieved with a simple bitwise left
rotation of the n-bit number, e.g. multiplication of an n-bit number with (2¥)?
modulo M,, can be achieved with a simple bitwise left rotation by ki mod n bits.
Similarly, multiplication of an n-bit number with integer powers of —2* modulo
M, can be achieved with a simple bitwise left rotation of the number, in addi-
tion to a negation if the power of —2F is odd. Hence, when r = +2F all of the
multiplications by powers of r in the forward and inverse DFT computations
in a Mersenne transform can be achieved with simple bitwise rotations. In this
case, for a transform length of d, the forward DFT computation can be achieved
with only (d — 1)? simple rotations and d(d — 1) additions/subtractions avoid-
ing any multiplications. For the inverse DFT computation additional d constant
multiplications with 1/d are performed. For a more detailed complexity analysis
of Mersenne transform, we refer the interested reader to [15].

Note that the sequence length d and the d'" primitive root of unity r are
dependent on each other and can not be chosen independently. In a Mersenne
transform over GF(q), where ¢ = M,, = 2" —1 is a Mersenne prime, r = +2* can
take the values 2,—2 and 22. Hence, the following equalities hold determining
the relationship between d and r:

n, r=2.
d=1< 2n, r=-2.

n, r=2%.

An extremely efficient method for computing the DFT is the fast Fourier
transform (FFT) [6]. The FFT algorithm works by exploiting the symmetry of
the DFT computation and the periodicity of the d* primitive root of unity 7
when the sequence length d is a composite number. For instance, if a sequence
is of even length, i.e. if its length d is divisible by two, then by applying the
FFT the DFT computation of this d-element sequence is basically reduced to
DFT computations of two (d/2)-element sequences, namely the sequence com-
prising only the even indexed elements of the original sequence and the sequence
comprising only the odd indexed elements of the original sequence. When d is a
power of two, the same approach can easily be applied recursively surprisingly
reducing the O(d?) complexity of the DFT computation to O(dlog, d). How-
ever, we would like to note that for the case of Mersenne transform modulo a
Mersenne prime M,, = 2" — 1, and when r = 2% the allowable sequence length
d is either the prime number n (for r = 2 or r = 22) or 2n (for r = —2). Hence,



either d = n is prime and the FFT algorithm can not be applied at all or d = 2n
and only a single level of recursion is allowed in the FFT computation which
would have limited computational advantage.

Multiplication in GF(¢™) Using NTT

Cyclic convolution of any two d-element sequences (a) and (b) in the time domain
results in another d-element sequence (c¢) and can be computed as follows:

d—1
Ci:Zajbifjmoddq Ogigd—l. (3)
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The above convolution operation in the time domain is equivalent to the following
computation in the frequency domain:

Ci=A; B, 0<i<d—1. (4)

Thus, convolution of two d-element sequences in the time domain, with com-
plexity O(d?), has a surprisingly low O(d) complexity in the frequency domain.

Multiplication of two polynomials is basically the same as the acyclic (linear)
convolution of the polynomial coefficients. We have seen that cyclic convolution
can be performed very efficiently in the frequency domain by pairwise coeffi-
cient multiplications, hence it will be wise to represent an element of GF(¢™),
in polynomial representation an (m — 1) degree polynomial with coefficients
in GF(q), with at least a d = (2m — 1) element sequence by appending ze-
ros at the end, so that the cyclic convolution of two such sequences will be
equivalent to their acyclic convolution and give us their polynomial multipli-
cation. We can form sequences by taking the ordered coefficients of polyno-
mials. For instance, a(z) = a9 + a1z + asx® 4+ ...+ apm_12™" 1, an element
of GF(¢™) in polynomial representation, can be interpreted as the sequence
(a) = (ag,a1,a9,...,a4m-1,0,0,...,0) after appending d — m zeros to the right.
For a(x),b(x) € GF(¢™) the cyclic convolution of (a) and (b) yields a se-
quence (¢) whose first 2m — 1 entries can be interpreted as the coefficients of
c(z) = a(x)-b(x). The following straightforward algorithm (Algorithm 1) realizes
the polynomial multiplication ¢(x) = a(x) - b(x).

Algorithm 1 Polynomial Multiplication by Direct Application of DFT
Input: a(z),b(z) € GF(q™)
Output: c(z) = a(x) - b(x)
1: Interpret a(z) and b(z) as the sequences (a) and (b) with length d > 2m — 1
Convert (a) and (b) into (A) and (B) using the NTT as in (1)
Multiply (A) with (B) to compute (C) as in (4)
Convert (C) to (c) using the inverse NTT as in (2)
Interpret the first 2m — 1 coefficients of (c) as the coefficients of ¢(z) = a(z) - b(z)
Return ¢(x)




Note that with Algorithm 1 the polynomial product ¢(x) = a(x) - b(x) is com-
puted in the frequency domain but the final reduction by the field generating
polynomial remains to be computed. One needs to convert (C) back to the
time domain to do the modular reduction, so that further multiplications can
be performed on it using the same method. In the next section, we introduce
DFT modular multiplication which performs both polynomial multiplication and
modular reduction in the frequency domain and thus avoids conversions between
the time and frequency domains.

3 Modular Multiplication in the Frequency Domain

In many finite field applications, a chain of arithmetic operations needs to be
performed. For example, in elliptic curve cryptography a scalar point product
is computed by applying a chain of finite field additions, subtractions, multipli-
cations, squarings and inversions on the input point coordinates [5]. The Mont-
gomery residue representation has proven to be useful in this computation [12],
[10], [9]. In using this method, first the operands are converted to their respec-
tive Montgomery residue representations, then utilizing Montgomery arithmetic
the desired computation is implemented, and finally the result is converted back
to the normal integer or polynomial representation. If there is a large number
of operations performed in the Montgomery domain, due to the efficiency of
the intervening computations, the forward and backward conversion operations
become affordable. We introduce the same notion for the frequency domain.
We find an arithmetic operation in the frequency domain that is equivalent to
Montgomery multiplication in the time domain. In the remainder of this section,
we introduce the DFT modular multiplication algorithm which allows for both
polynomial multiplication and modular reduction operations in the frequency
domain.

3.1 The DFT Modular Multiplication Algorithm

We use (f) and (x) to represent the d-element sequences for the irreducible
field generating polynomial f(x) and the constant polynomial = € GF(q™),
respectively, in the time domain. We denote the NTTs of (f) and (z) with
(F) and (X), respectively, and let F; and X;, for 0 < ¢ < d — 1, denote their
elements. For instance, the constant polynomial x is represented in the time
domain with the d-element sequence (x) = (0,1,0,0,---,0) and its frequency
domain representation is (X) = (1,772, 73,74 7> ... ri=1).

DFT modular multiplication presented with Algorithm 2 consists of two
parts: multiplication (steps 1 — 3) and Montgomery reduction (steps 4 — 13).
Multiplication is performed by simple pairwise multiplication of the coefficients
of the frequency domain sequence representations of the input operands. Reduc-
tion is more complex and performed by Montgomery reduction in the frequency
domain. In the reduction process the normalized field generating polynomial



f'(z) = f(z)/fo mod g is used. Hence, f'(z) is equivalent to f(z) but normal-
ized to have f'(0) = 1. We let (f’) and (F’) denote the d-element time and
frequency domain sequence representations for f’(z), where f! = f;/fo mod ¢
and F! = F;/ fo mod g, respectively, for 0 < <d —1.

Algorithm 2 DFT Modular Multiplication

Input: (A), (B) which represent a(x),b(z) € GF(¢™) in the frequency domain
Output: (C) which represents ¢(z) = a(x) - b(z) - =™ Y mod f(z) in the frequency
domain
fori=0tod—1do
end for
for j =0tom —2do
S0
fori=0tod—1do
S—S+0C;
end for
S «— —S/d
fori=0tod—1do
Ci— (Ci+ F]-S)- X!
end for
: end for

: Return (C)
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Proof of Correctness:

DFT modular multiplication is a direct adaptation of Montgomery multipli-
cation for the frequency domain. Polynomial multiplication part of the algo-
rithm (steps 1 — 3) is performed via simple pairwise multiplications. As a result,
the polynomial c¢(z) = a(z) - b(z) is obtained. In the modular reduction part
(steps 4 —13), S is computed such that (c(x)+ .S f/(x)) is a multiple of . This
is accomplished by computing —cg, the negative of the first coefficient in the
time domain sequence (¢) and then by making ¢q zero by adding S - (F) to (C)
in the frequency domain. Then again in the frequency domain, (c¢(z)+ S - f/(z))
is divided by x and the result, which is congruent to c¢(z) - ! modulo f(x) in
the time domain, is obtained. This division of (¢(z) + 5 - f/(x)) by z is accom-
plished in the frequency domain by dividing (C') + (F’)-S) by (X) (Step 11). By
repeating steps 5 — 12 of the algorithm m — 1 times the final result (C'), which
represents a(z) - b(z) - 2~ ™~Y mod f(z) in the frequency domain, is obtained.
O

For d = 2m, modular multiplication in GF(¢™) with the DFT modular
multiplication algorithm requires 4m? — m — 1 multiplications and 4m? — 4m
additions in the ground field GF(q), while the schoolbook method requires only
m? multiplications and (m—1)? additions ignoring the cost of modular reduction.



Nevertheless, this complexity may be improved dramatically by using special
values for ¢, 7, d and the irreducible field generating polynomial f(x) as we will
see in the next section.

3.2 Utilizing Efficient Parameters for DFT Modular Multiplication

Using the smallest possible sequence length d, satisfying d > 2m — 1, will lead
to the smallest number of arithmetic operations in the computation of DFT
modular multiplication. Optimally, d = 2m — 1 will lead to the least number of
arithmetic operations.

As mentioned in section 2, using a Mersenne prime as the modulus and
selection of 7 = +2*, where k is an integer, will allow for extremely efficient
modular multiplication with r* = (£2%)?. This modular multiplication can be
achieved with a simple bitwise rotation (in addition to a negation when r = —2%
and 7 is odd) which is inexpensive. In the DFT modular multiplication algorithm,
this property may be exploited if ¢ is chosen as a Mersenne prime and r is
chosen as r = 2%, In that case, in step 11 of the algorithm multiplications
with X; 1 = r~% = (£2F)7% = (£1)? - 27k mod d hecome simple (—ki mod d)-bit
left-rotations (in addition to a negation when r = —2* and i is odd), which have
negligible cost compared to a regular multiplication. Also, note that when ¢ is
a Mersenne prime, negation of an element of GF(q) can be achieved by simply
flipping its bits. Multiplications with F in step 11 can also be avoided in a similar
fashion for special f(z). For instance, for the binomial f(z) = 2™ £ r® with sg
an integer, F/ = tpmi=somoedd 4 1 and hence for r = +2* multiplications with
F! can be achieved with only one bitwise rotation and one addition/subtraction.
Likewise, for the trinomial f(z) = ™ +75n 2™ £ 1% or f(z) = z™ From' z™ +
%0 where s/, and sq are integers, F/ = “pmi=so 4 pm'itsai—so L1 or F/ =
pmi=so _ pm'its, —so 4 1, respectively, and hence multiplications with F; can
be achieved with only two bitwise rotations and two additions/subtractions.
Finally, we would like to caution the reader that all these parameters ¢, d, r and
f(x) are dependent on each other and can not be chosen independently.

3.3 Existence of Efficient Parameters

In Table 1 we give a list of parameters that would yield efficient multiplication
in GF(¢™) using the DFT modular multiplication algorithm for operand sizes
relevant to elliptic curve cryptography. For every case listed in Table 1, one can
verify that there exist many special irreducible binomials of the form x™ £2%, or
trinomials of the form =™ + r1x1 £ 7% or 2™ + r®1x; F r°, as field generating
polynomials that would allow for efficient DFT modular multiplication.

4 Complexity of DFT Modular Multiplication

In this section, we present the complexity of DFT modular multiplication for
a practical set of parameters relevant to ECC and compare it with two other



q=M, =2" -1 m d r equivalent binary field size

213 1 11 26 —2 ~ 2113
213 1 12 26 -2 ~ 2156
213 1 13 26 -2 ~ 2169
217 _1 9 17 22 or 2 ~ 2153
217 1 11 34 -2 ~ 2187
217 1 12 34 -2 ~ 2204
217 _1 13 34 -2 ~ 2221
217 1 14 34 -2 ~ 2238
217 1 15 34 -2 ~ 2255
217 _1 16 34 -2 ~ 2272
217 1 17 34 -2 ~ 2289
219 1 10 19 22 or 2 ~ 2190
219 1 11 38 -2 ~ 2209
219 _1 12 38 -2 ~ 2228
219 1 13 38 -2 ~ 2247
219 _1 14 38 -2 ~ 9266
219 1 15 38 -2 ~ 2285
219 1 16 38 -2 ~ 2304
219 1 17 38 -2 ~ 2323
219 1 18 38 -2 ~ 2342
219 1 19 38 -2 ~ 2361
231 1 11 31 22 or 2 ~ 2341
231 _1 12 31 22 or 2 ~ 2372
231 1 13 31 22 or 2 ~ 2408

Table 1. List of some ¢ = M,, m, d and r = £2* values for efficient DFT modular
multiplication in GF(¢™) for ECC over finite fields of size 143 to 403 bits.

efficient methods, namely the direct application of DFT multiplication with time
domain modular reduction (Algorithm 1) and the Karatsuba algorithm [8]. In
our complexity analysis we assume the use of Mersenne prime finite field charac-
teristics as ¢, irreducible field generating binomials of the form f(x) = 2™ + 2%,
d-th primitive root of unity r = +2* and sequence length d ~ 2m. The field pa-
rameters we use, such as low Hamming weight field generating polynomial and
Mersenne prime field characteristics, lead to efficient implementation of multi-
plication for all three methods. Therefore, for the selected parameters, we can
safely assume that our comparisons are fair. In Table 2, we present the com-
plexities of multiplication in GF(¢™) in terms of GF(q) operations for all three
approaches when such ideal parameters are used. Note that the astonishingly
low O(m) complexity of Algorithms 1 and 2 in terms of the number of GF(q)
multiplications is achieved under the ideal conditions with these efficient field
parameters together with the choice of r = +2*. The complexity presented for
the Karatsuba algorithm is only an approximate one for the case when m is a
power of two. For the best complexities of the Karatsuba algorithm for different
extension degrees, the reader is referred to [17].



Clearly, the complexity of DFT modular multiplication (Algorithm 2) is an
improvement upon the direct DFT approach (Algorithm 1). Moreover, since
DFT modular multiplication requires significantly less number of complex op-
erations such as multiplication and constant multiplication, its overall perfor-
mance appears to be better than the Karatsuba algorithm, for computationally
constrained platforms where multiplication is significantly more expensive com-
pared to simpler operations such as addition, subtraction or bitwise rotation.

Algorithm 1 Karatsuba Algorithm 2
#Multiplication ~ 2m ~ mlos23 ~ 2m
#Const. Mult. ~ 2m - m—1
#Add./Subtr. ~8m? —4m |~ 6mi®23 —7m + 1| = 6m? — 6m
#Rotation ~8m? —8m + 2 m—1 ~4dm? —4m

Table 2. Complexity of multiplication in GF(¢™) in terms of the number of GF(q)
operations when f(z) = z™ 4 2°°, ¢ is a Mersenne prime and d = 2m.

Multiplication operation is inherently more complex than addition, subtraction
or bitwise rotation. Therefore a multiplier circuit either runs much slower or
it is designed significantly larger in area to run as fast. A straightforward low
power/small area implementation of an n-bit multiplication can be achieved via
n additions and n shift operations. Therefore, in serialized hardware implemen-
tation the complexity of an n-bit multiplication may be assumed to be roughly
equal to the complexity of n additions and n shift operations. Using the same
approach, we may assume that multiplication by a constant n-bit number can
be achieved with /2 shifts and n/2 additions on average. Under these assump-
tions, Table 3 gives the complexities of modular multiplication in GF(¢*?) for
all three methods when ¢ = 23 — 1 and GF(q'?) is constructed using the ir-
reducible binomial f(x) = x'3 — 2. The table also includes the total number
of clock cycles that a single multiplication with these methods takes, assuming
addition/subtraction and rotation operations all take a single clock cycle. Note
that this finite field has size ~ 2'% and is chosen to be representative for el-
liptic curve cryptography. We would like to note that all values in Table 3 are
obtained directly from Table 2, except for the exact complexity of Karatsuba
multiplication for GF(¢'?) which we draw from [17] .

Finally, we would like to note that for composite values of d, the FFT algo-
rithm would apply to both Algorithm 1 and Algorithm 2 similarly for efficient
computations. However, since in our case d does not take highly composite val-
ues (see Table 1), the speed up gained by possible application of FFT would
be limited. Hence, for the generality and simplicity of our analysis, we did not
consider the effect of using FFT in our complexity derivations.



Algorithm 1|Karatsuba|Algorithm 2
#Multiplication 26 91 26
#Const. Mult. 26 - 12
#Add./Subtr. 1300 390 936
#Rotation 1250 12 624
#Total Clock Cycles 3564 2768 2392

Table 3. Complexity of multiplication in GF(q¢'?) where f(z) = z'* -2, ¢ =2 -1,
d=26 and r = —2.

5 Future Work

The DFT modular multiplication algorithm presented in this paper may effi-
ciently apply to binary fields, i.e. GF(2™), or prime fields, i.e. GF(p), as well
by using similar efficient parameters and methods. We identify investigation of
such efficient parameters and methods, as well as architectures for their efficient
implementations, as future research directions.

6 Conclusion

We introduced the DFT modular multiplication algorithm which performs mod-
ular multiplication in the frequency domain using Montgomery reduction. The
DFT based multiplication technique, which performs multiplication in the fre-
quency domain, is known to be very efficient. Nevertheless, due to the lack of a
frequency domain reduction algorithm, for performing modular reductions con-
version to the time domain is needed, which adds a significant overhead and
makes the DFT based multiplication algorithms impractical for small operands,
e.g. less than 1000 bits in length. In this work, by allowing for modular re-
ductions in the frequency domain the overhead of back and forth conversions
between the frequency and the time domains is avoided, and thus efficient fi-
nite field multiplication is made possible for cryptographic operand sizes. We
have shown that with our method, especially in computationally constrained
platforms, finite field multiplication can be achieved more efficiently in the fre-
quency domain than in the time domain for even small finite field sizes, e.g.
~ 160 bits, relevant to elliptic curve cryptography.
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