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Abstract

The discrete Fourier transform (DFT) based method originally proposed for integer multi-
plication provides an extremely efficient method with the best asymptotic complexity, i.e.
O(mlogmloglogm), for multiplication of m-bit integers or (m — 1)t degree polynomials. Un-
fortunately, this method bears significant overhead due to the conversions between the time and
frequency domains. This makes the original DFT based method impractical for small operands,
e.g. less than 1000 bits in length as used in many applications. In this work, we investigate the
application of the number theoretic transform (NTT), which found many applications in digital
signal processing, to finite field multiplication with an emphasis on elliptic curve cryptography
(ECC). Furthermore, we introduce an efficient algorithm for computing Montgomery products
of polynomials in the frequency domain. Our algorithm performs the entire modular multiplica-
tion (including the reduction step) in the frequency domain, and thus eliminates costly back and
forth conversions improving upon the straightforward NTT approach. We show that, especially
in computationally constrained platforms, multiplication of finite field elements may be achieved
more efficiently in the frequency domain than in the time domain for operand sizes relevant to
elliptic curve cryptography (ECC). This paper is an expanded version of the earlier paper [22]
on the same topic which, for the first time, proposes the use of frequency domain arithmetic for
ECC and shows that it can be efficient.

Key Words: Finite field multiplication, discrete Fourier transform, number theoretic transform,
elliptic curve cryptography.

1 Introduction

Finite fields have many applications in coding theory [4, 3], cryptography [15, 6, 20], and digital
signal processing [5]. Hence, efficient implementation of finite field arithmetic operations is crucial.
Multiplication of field elements is commonly implemented in terms of modular multiplication of
polynomials realized in two steps: ordinary polynomial multiplication and modular reduction of
the result by the field generating polynomial. Unlike polynomial multiplication, modular reduc-
tion has only linear complexity, i.e. O(m), for polynomials of degree m — 1 when a fixed special



modulus is chosen. Hence it is essential to attack the complexity of the multiplication step. The
classical polynomial multiplication method for multiplication of (m — 1) degree polynomials has
quadratic complexity, i.e. O(m?), given in terms of coefficient multiplications and additions. The
complexity may be improved to O(m!°823) using the Karatsuba algorithm [12]. However, despite
the significant improvement gained by the Karatsuba algorithm, the complexity is still not opti-
mal. Furthermore, the implementation of the Karatsuba algorithm is more burdensome due to
its recursive nature and not considered practical in applications such as ECC where operand sizes
are relatively small. The known fastest multiplication algorithm, introduced by Schénhage and
Strassen [25], performs multiplication in the frequency domain using the Fast Fourier Transform
(FFT) [9] with complexity O(m logm loglogm) for multiplication of m-bit integers or m-coefficient
polynomials [11]. Unfortunately, the FFT based algorithm becomes efficient and useful in practice
only for very large operands due to the overhead associated with the forward and inverse Fourier
transform operations.

When the transformation computations between the time and frequency domains are not con-
sidered, frequency domain polynomial multiplication (without modular reduction) has surprisingly
low linear, i.e. O(m), complexity. Sadly, no efficient method for performing modular reduction is
known to exist in the frequency domain, and therefore one needs to convert the result of a poly-
nomial multiplication operation back to the time domain to perform modular reduction bearing
significant overhead.

This paper provides an expanded version of the work presented in [22]. In this paper we
show that NTT based multiplication methods, with O(m) complexity in terms of the number of
coefficient multiplications, may be applied efficiently for operand sizes relevant to ECC and we
provide parameters for their efficient application. Furthermore, we introduce a new algorithm,
named DFT modular multiplication which achieves modular reduction, as well as multiplication,
in the frequency domain using DFT modular reduction. Thus, the entire finite field multiplication,
including modular reduction, can be carried out in the frequency domain which may yield significant
improvement over the straightforward NTT based method. In many finite field applications a chain
of arithmetic operations is performed rather than a solitary one. Using our method, after an initial
conversion step from the time domain to the frequency domain all intermediary operations may
be computed in the frequency domain. Therefore, there will be no need for conversion before and
after every single finite field multiplication except before the very first and after the very last ones.

In the next section, we briefly give some background information on finite fields and the discrete
Fourier transform in finite fields. Furhermore, we describe efficient methods for computing the DFT
in finite fields and application of the DFT to finite field multiplication. In Section 3.2, we introduce
a new algorithm, named DFT modular multiplication, for finite field modular multiplication of
polynomials in the frequency domain. In Section 3.3, we present ideas for efficient implementation
of DFT modular multiplication. Furthermore, in Section 3.4, we give a complexity analysis of
the DFT modular multiplication algorithm, compare it with other efficient methods such as the
Karatsuba algorithm, and show its relevance for elliptic curve cryptography. Finally, we present
our conclusions in Section 4.

2 Background

2.1 Finite Fields and Polynomial Representation

A field with finite number of elements is called a finite field or Galois field, denoted by F;, or GF(q),
where ¢ stands for the number of elements in the field [14]. The number of elements in a finite
field is always a prime or a prime power, i.e., ¢ = p or ¢ = p"",where the prime number p is called



the characteristic of the finite field. When ¢ is a prime, i.e. ¢ = p, the finite field GF(p) is called
a prime field. The prime field GF(p) is the field of residue classes modulo p and its elements are
represented by the integers in {0,1,2,...,p — 1}. When ¢ is a prime power, i.e. ¢ = p", the finite
field GF(p™) is called an extension field. The extension field GF(p™) is generated by using an
mt" degree irreducible polynomial over GF(p) and it is the field of residue classes modulo the irre-
ducible field generating polynomial. Hence, in polynomial representation the elements of GF(p™)
are represented by polynomials of degree m — 1 with coefficients in GF(p).

2.2 Number Theoretic Transform (NTT)

The number theoretic transform over a ring, also known as the discrete Fourier transform over a
finite field, was introduced by Pollard [21]. For a finite field GF(q) and a generic sequence (a) of
length d whose entries are from GF(q), the forward NTT of (a) over GF(q), denoted by (A), can
be computed as
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Here we refer to the elements of (a) and (A) by a; and A;, respectively, for 0 < i < d — 1. Likewise,
the inverse NTT of (A) over GF(q) can be computed as

IS
—_

a; = A= [ 0<i<d-—1. (2)

ISR
Il
(e}

J
We will refer to the sequences (a) and (A) as the time and frequency domain representations,
respectively, of the same sequence. The above NTT computations over the finite field GF(q) are

defined by utilizing a d* primitive root of unity, denoted by r, from GF(q) or a finite extension of
GF(q).

Definition 1 The element r is a primitive d root of unity modulo n if
d _
r®=1 (mod n)

and
rt — 140 (mod n)

for any prime divisor t of d.

Note that unlike the complex number r = 727/ generally used as the d-th primitive root of unity
in the discrete Fourier transform (DFT) computations, a finite field element r can be utilized for
the same purpose in an NTT.

We would like to caution the reader that in a number theoretic transform the modulus ¢
and the transform length d can not be chosen independently of each other. If the modulus is
a composite number of the form ¢ = pi'p5?ps* ... p;*, then the length of the transform, d, must
divide ged(p1 — 1,p2 — 1,p2 — 1,...,pr — 1). In the case of the NTT over a finite field, i.e. when ¢

is a prime p or a prime power p"*, d must divide p — 1.



2.3 Multiplication in GF(¢™) Using the NTT

Cyclic convolution of any two d-element sequences (a) and (b) in the time domain results in another
d-element sequence (c) and can be computed as follows:

d—1
Cz’:zajbifjmodda 0<i<d-1. (3)
j=0
The above convolution operation in the time domain is equivalent to the following computation in
the frequency domain:

Ci=A; B, 0<i<d—1. (4)

Thus, convolution of two d-element sequences in the time domain, with complexity O(d?), has a
surprisingly low O(d) complexity in the frequency domain.

Multiplication of two polynomials is basically the same as the acyclic (linear) convolution of the
polynomial coefficients. We have seen that cyclic convolution can be performed very efficiently in
the frequency domain by pairwise coefficient multiplications, hence it will be wise to represent an
element of GF(¢q™), in polynomial representation an (m — 1) degree polynomial with coefficients
in GF(q), with at least a d = (2m — 1) element sequence by appending zeros at the end, so that
the cyclic convolution of two such sequences will be equivalent to their acyclic convolution and give
us their polynomial multiplication. We can form sequences by taking the ordered coefficients of
polynomials. For instance,

2 -1
a(z) =ap+ a1z + ax” + ... + aporz™

an element of GF(¢") in polynomial representation, can be interpreted as the sequence
(a) = (ag,a1,a2,...,am-1,0,0,...,0), (5)

after appending d — m zeros to the right. For a(x),b(z) € GF(¢™) the cyclic convolution of (a)
and (b) yields a sequence (c) whose first 2m — 1 entries can be interpreted as the coefficients of
c(x) = a(x) - b(x). The following straightforward algorithm (Algorithm 1) realizes the polynomial
multiplication ¢(z) = a(z) - b(x).

Algorithm 1 Polynomial Multiplication by Direct Application of the NTT

Input: a(x),b(z) € GF(q™)

Output: c(z) = a(x) - b(x)

. Interpret a(x) and b(x) as the sequences (a) and (b) with length d > 2m — 1
Convert (a) and (b) into (A) and (B) using the NTT as in (1)

Multiply (A) with (B) to compute (C) as in (4)

Convert (C) to (c) using the inverse NTT as in (2)

Interpret the first 2m — 1 coefficients of (¢) as the coefficients of ¢(z) = a(z) - b(x)
Return c¢(z)

Note that with Algorithm 1 the polynomial product ¢(z) = a(x) - b(z) is computed in the fre-
quency domain but the final reduction by the field generating polynomial remains to be computed.
One needs to convert (C) back to the time domain to do the modular reduction, so that further
multiplications can be performed on it using the same method. In Section 2.4, we will show the
relationship between the NTT and the residue number system (RNS) [29, 27, 26] and see that



the frequency domain representation of a polynomial is equivalent to the RNS representation of
the same polynomial provided certain conditions are satisfied on the modulus polynomials used in
the residue computations. Furthermore, we will show that Algorithm 1 which uses the NTT for
multiplication in GF(¢™) is equivalent to the optimal case of multiplication in GF(¢™) using the
RNS in terms of the number of required GF'(q) multiplications. In Section 2.5, we will present
parameters and methods for special NTTs for performing the conversions between the time and
frequency domains efficiently and in Section 3 we will introduce DF'T modular multiplication which
performs both polynomial multiplication and modular reduction in the frequency domain and thus
avoids costly conversions between the time and frequency domains.

2.4 On the Relationship Between the RNS and NTT

For a polynomial a(z) and a modulus polynomial

d—1
P(2) = [ pila) .
1=0

made up of relatively prime factors p;(x), for 0 < i < d — 1, a(z) mod P(z) can be uniquely
represented by its residues modulo p;(z), for 0 < ¢ < d — 1, using the RNS. And hence, provided
that

deg(a(x)) < deg(P(z))

holds for the degrees of a(x) and the modulus polynomial P(x), a(z) can be uniquely represented
in this RNS by its residues as

(<(L($)>p0($), <a(x)>p1(z)’ SER) (a(m»pd_l(;r)) )

where (a(7)),, () denotes a(z) mod p;(z).
Using Chinese Remainder Theorem (CRT), the conversion from the RNS representation back
to the normal polynomial representation can be performed as follows:

d—1
a(@) = ) (a(@))p,() - Pi(z) (6)
i=0
where
Pi(z) = (P(:v)) . (P(:c)>_1 mod p;(z) 0<i<d-1 (7)
' pi(z) pi(z) A '

Theorem 1 Computing the d-element NTT of the sequence (a) corresponding to a(x) € GF(¢™),
as described with (5) where d > 2m — 1, is equivalent to computing the RNS coefficients of a(x) in
the RNS with the modulus polynomials p;(x) = x—1r', for 0 <i < d—1, where r is the d* primitive
root of unity used in the NTT.

Proof of Theorem 1 For (A), denoting the NTT of (a) corresponding to a(x), with elements
A;, for 0 < i < d—1, and for the RNS representation ((a(2))pq()> (@(%))py ()5 - -+ (@(2))py 1 (2))
of a(x), we need to show that A; = (a(z)),, (). Remember in (1) that the coefficients of (A) are
computed as follows

pi(z)

d—1
Ai:ZajTji,OSigd—l. (8)
=0



Likewise, for a(z) represented as
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in the standard basis, the i** residue of a(x), modulo p;(x) = x — ¢, is

m—1 d—1
(a(7))p;(x) = a(z) mod z — rt=a(r!) = Z a;rit = Zajrji ,0<i<d-1, (9)
§=0 j=0

assuming a; = 0, for m < j < d — 1. Since the summations in (8) and (9) are equivalent the NTT
and RNS representations of a(x) are equivalent. O

A divide-and-conquer method for multiplication is by using the RNS. If the degree of the product
c(x) = a(z) - b(x) is less than the degree of the RNS modulus P(z), then the multiplication of a(x)
and b(z) can be achieved in the RNS representation by simply multiplying their corresponding
residues. The computation of ¢(z) = a(x) - b(z) can be conducted in the RNS representation as

(<C(x)>po(z)v <C(x)>p1(z)v R <C($)>pk,1(m)) s

where (c(Z))p,(z) = ( (@(T))p,2) * (O(T))pi(x) )piz) - Thus, two polynomials could be multiplied
in a completely parallel manner with minimal effort in the RNS representation. If the modulus
polynomials p;(x), for 0 < i < d—1, used in the RNS are all first degree binomials, then polynomial
multiplication could be achieved in the RNS representation with the minimal number of coefficient
multiplications which is only linear in the number of polynomial coefficients.

The following algorithm achieves polynomial multiplication of a(x),b(x) € GF(p™) in the RNS
representation. We would like to note that, similar to Algorithm 1, Algorithm 2 achieves only the
polynomial multiplication of the finite field elements and the final modular reduction by the field
generating polynomial remains to be computed.

Algorithm 2 RNS Polynomial Multiplication Using the CRT
Input: a(z),b(z) € GF(q™)
Output: c¢(z) = a(z) - b(x)
1: Obtain (a(z))p, () and (b(z))p, (), for 0 <i < d —1, where d > 2m — 1
2: Compute (c(2))y, ) = (a(x))y, () - (D)o, for 0< i < d— 1
3: Obtain ¢(x) from (c(®))p,(x), for 0 <i < d — 1, using Chinese Remainder Theorem as in (6)
4: Return c(z)

pi(x)

With Theorem 3, we prove that when the modulus polynomials used in Algorithm 2 are the
first degree binomials p;(x) = x — 7%, for 0 < i < d — 1, where r is the d'* primitive root of unity
used in Algorithm 1, Algorithm 2 which performs multiplication in GF(p™) utilizing the RNS and
CRT is equivalent to Algorithm 1 which utilizes the NTT. We first present the following theorem
which will be used in the proof of Theorem 3.

Theorem 2 For a d™ primitive root of unity r, the following equality holds:

xd—lz(w—ro)-(a:—rl)-(x_TQ)...(x_rdfl) (10)



Proof of Theorem 2 Any polynomial of degree d is uniquely identified by its d roots. Hence, it
suffices to show that 2?—1 and (z—7°)-(z—r")-(x—72) - - - (z—r?~1) have the same roots in order to

prove that they are equivalent. Clearly, 7’ is a distinct root of (z —79)-(z—r!)-(z—72) - - (x—rd~1)
for i =0,1,2,---,d — 1 since r is a d** primitive root of unity. Since r is a d* primitive root of
unity, 7 = 1 and (r')? —1=(r9) =1 =1"-1=0fori=0,1,2,---,d — 1. Hence, r’ is also a root
of the polynomial 2% — 1 for i = 0,1,2,---,d — 1, and thus the two polynomials are equivalent. O

Theorem 3 describes the relationship between Algorithm 2, which uses the RNS and CRT, and
Agorithm 1, which uses the NTT.

Theorem 3 DFT multiplication algorithm, described with Algorithm 1, which utilizes a d primi-
tive root of unity r for multiplication in GF(q™), where d > 2m—1, is equivalent to RNS polynomial
multiplication in GF(q™), described with Algorithm 2, which utilizes the Chinese Remainder The-
orem with the relatively prime binomials x —r%, o —r', o — 72, ...,z —r¢ 1.

Proof of Theorem 3 Due to the convolution theorem [8, 19], pairwise multiplication of the
elements of two d-element sequences in the frequency domain corresponds to the cyclic convolution
of the two sequences in the time domain. Hence, by pairwise multiplying the frequency domain
representations of two input polynomials, Algorithm 1 yields a product which is the cyclic con-
volution of the input polynomials and thus equals a(x) - b(z) mod ¢ — 1. On the other hand,

Algorithm 2 computes a(z) - b(z) mod P(z), where P(x) = [] (x — %), which is equivalent to
0<i<d—1
a(z) - b(z) mod 2% — 1 due to Theorem 2. Hence, Algorithms 1 and 2 are equivalent. O

NTT based finite field multiplication in GF(q"™), presented with Algorithm 1, or the equivalent
RNS based method presented with Algorithm 2, has only O(m) complexity in terms of the required
G F(q) multiplications ignoring the conversions. In the next section, we will provide efficient param-
eters for the NTT based method which achieve the conversions extremely efficiently and for many
cases meet the minimal theoretical bound of 2m — 1 multiplications in GF(q) for multiplication in
GF(q™) where ¢ is an odd prime [29].

2.5 Special NTTs for Efficient Multiplication in GF(¢™)

By selecting special values for the parameters such as r, d, etc., fast NTT computations can be made
possible which may yield efficient multiplication in GF(¢™) using the NTT.

2.5.1 Mersenne Transform

A number theoretic transform of special interest is the Mersenne transform, which is an NTT with
arithmetic modulo a Mersenne number of the form M, = 2" — 1 [23]. The Mersenne transform
allows for very efficient forward and inverse DF'T operations for » = +2. Multiplication of an n-bit
number with integer powers of 2 modulo M,, can be achieved with a simple bitwise left rotation of
the n-bit number, e.g. multiplication of an n-bit number with 2 modulo M,, can be achieved with
a simple bitwise left rotation by ¢ mod n bits. Similarly, multiplication of an n-bit number with
integer powers of —2 modulo M,, can be achieved with a simple bitwise left rotation of the number,
in addition to a negation if the power of —2 is odd. Also, note that negation of an n-bit number
modulo M, can simply be achieved by flipping all n bits of the number. Hence, when r = £2 all
of the multiplications by powers of r in the forward and inverse DFT computations in a Mersenne
transform can be achieved with simple bitwise rotations. In this case, for a transform length of d,



the forward DFT computation can be achieved with only (d — 1)? simple rotations and d(d — 1)
additions/subtractions avoiding any multiplications. For the inverse DFT computation additional d
constant multiplications with 1/d are required. Hence, when ¢ is a Mersenne prime, multiplication
in GF(¢™) using Algorithm 1 has only O(m) complexity in terms of GF(q) multiplications and
O(m?) complexity in terms of GF(q) additions/subtractions and rotations. For a more detailed
complexity analysis and efficient implementation ideas for the Mersenne transform, we refer the

interested reader to [23].

Remember that, as in all number theoretic transforms, in a Mersenne transform the values of
the sequence length d and the d** primitive root of unity r are dependent on each other and can
not be chosen independently. In a Mersenne transform over GF(q), where ¢ = M,, = 2" — 1 is a
Mersenne prime, and for r = 42, the following equalities hold determining the relationship between

d and r:
d— n, r=2.
2n r=-2.

In Table 1, we provide a list of parameters for utilizing the Mersenne transform which may yield
efficient multiplication in GF'(¢™) in the frequency domain for operand sizes relevant to ECC.

2.5.2 Pseudo-Mersenne Transform

Similar to the Mersenne transform achieved modulo a Mersenne number, an NTT modulo an
integer submultiple of a Mersenne number, e.g., M, /t = (2" — 1)/t for an integer ¢, can also
be performed efficiently and is called the pseudo-Mersenne transform [17]. In a pseudo-Mersenne
transform all arithmetic operations can be achieved using Mersenne number arithmetic modulo
the Mersenne number M,, and only the final result needs to be reduced modulo M,,/t. Hence, the
pseudo-Mersenne transform, similar to the Mersenne transform, allows for very efficient forward
and inverse DF'T operations for » = +2, since intermediary multiplications with integer powers
of £2 modulo M, /t can be achieved with a simple bitwise rotation, in addition to a negation
if the power of r = —2 is odd. Also, remember that negation of an n-bit number modulo M,
can simply be achieved by flipping all n bits of the number. Thus, for a transform length of d,
the forward DFT computation can be achieved with only (d — 1)? simple rotations and d(d — 1)
additions/subtractions avoiding any multiplications. For the inverse DFT computation additional
d constant multiplications with 1/d mod M, /t are required. Hence, when ¢ is a pseudo-Mersenne
prime, multiplication in GF(¢™) using Algorithm 1 has only O(m) complexity in terms of GF(q)
multiplications and O(m?) complexity in terms of GF(q) additions/subtractions and rotations. We
will see in Section 2.5.5 that for the cases when ¢ = M, /t is a Fermat prime, with the use of
the fast Fourier transform, this complexity can be further reduced to O(mlogm) in terms of the
number of required additions/subtractions and rotations. Although the pseudo-Mersenne transform
increases the number of available transform lengths for the Mersenne transform, it has the downside
of increasing the word size for the intermediary arithmetic operations from n — log,t to n for a
pseudo-Mersenne transform modulo M,,/t = (2" —1)/t. In Table 2, we provide a list of parameters
for utilizing the pseudo-Mersenne transform which may yield efficient multiplication in GF'(¢™) in
the frequency domain for operand sizes relevant to ECC.

2.5.3 Fermat Transform

Fermat primes are also popular choices as finite field characteristics since modular reductions by
Fermat primes can be achieved by simple addition/subtraction and shift operations. A number



q=M,=2"-1 m d r equivalent binary field size

213 1 11 26 -2 ~ 2143
213 _ 1 12 26 -2 ~ 2156
213 _ 1 13 26 -2 ~ 2169
217 1 9 17 2 ~ 2153
217 1 11 34 -2 ~ 2187
217 _ 1 12 34 -2 ~ 2204
217 _ 1 13 34 -2 ~ 2221
217 1 14 34 -2 ~ 2238
217 _ 1 15 34 -2 ~ 2255
217 _ 1 16 34 -2 ~ 2272
217 _ 1 17 34 -2 ~ 2289
219 1 10 19 2 ~ 2190
219 1 11 38 -2 ~ 2209
219 _ 1 12 38 -2 ~ 2228
219 1 13 38 -2 ~ 2247
219 1 14 38 -2 ~ 2266
219 1 15 38 -2 ~ 2285
219 _ 1 16 38 -2 ~ 2304
219 1 17 38 -2 ~ 2323
219 1 18 38 -2 ~ 2342
219 1 19 38 -2 ~ 2361
231 _ 1 11 31 2 ~ 2341
231 _ 1 12 31 2 ~ 2372
231 1 13 31 2 ~ 2403

Table 1: List of some g = M,,, m, d and r = +2 values for efficient multiplication in GF'(¢™) in
the frequency domain for ECC over finite fields of size 143 to 403 bits.



q=M,/t=(2"-1)/t m d T equivalent binary field size

(215 —1)/217 15 30 -2 ~ 2120
(223 — 1) /47 9 23 2 ~ 2162
(223 — 1) /47 10 23 2 ~ 2180
(223 — 1) /47 11 23 2 ~ 2198
(223 — 1) /47 12 23 2 ~ 2216
(223 — 1) /47 17 46 -2 ~ 2306
(223 — 1) /47 18 46 -2 ~ 2324
(223 — 1) /47 19 46 -2 ~ 2342
(223 — 1) /47 20 46 -2 ~ 2360
(223 — 1) /47 21 46 -2 ~ 2378
(223 — 1) /47 22 46 -2 ~ 2396
(223 — 1) /47 23 46 -2 ~ 2414
(227 —1)/511 11 27 2 ~ 2209
(22" —1)/511 12 27 2 ~ 2228
(227 —1)/511 13 27 2 ~ 2247
(227 —1)/511 14 27 2 ~ 2%66
(232 —1)/65535 13 32 2 ~ 2221
(232 —1)/65535 14 32 2 ~ 2238
(232 —1)/65535 15 32 2 ~ 2259
(232 —1)/65535 16 32 2 ~ 2272
(233 —1)/14329 17 33 2 ~ 2340
(237 —1)/223 11 37 2 ~ 2330
(237 —1)/223 12 37 2 ~ 2360
(237 —1)/223 13 37 2 ~ 2390
(237 —1)/223 14 37 2 ~ 2420
(237 —1)/223 15 37 2 ~ 2450
(237 —1)/223 16 37 2 ~ 2480
(237 —1)/223 17 37 2 ~ 2510
(237 —1)/223 18 37 2 ~ 2540
(237 —1)/223 19 37 2 ~ 2570

Table 2: List of some ¢ = M, /t, m, d and r = +2 values for efficient DFT modular multiplication
in GF(q™) for ECC over finite fields of size 120 to 570 bits.
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theoretic transform with arithmetic modulo a Fermat number of the form F, = 22" + 1 for a
positive integer n is called the Fermat Transform [24, 23, 1, 2]. Fermat transforms were first
defined and proposed for fast convolution and digital filtering by Agarwal and Burrus [1, 2]. In this
work, we provide efficient parameters for their use in finite field polynomial multiplication which
may find applications in cryptography.

The Fermat transform allows for very efficient forward and inverse DFT computations for r =
22k, where k is a non-negative integer. For a Fermat prime p, i.e., when p = 22" + 1, 22" =
(mod p) and 7 = 2 is a d'" primitive root of unity where d = 2"*!. Likewise, r = 22" is a
d* primitive root of unity where d = 2"*1=% Thus, since d is a power of 2, as we will see in
Section 2.5.5, the fast Fourier transform can be applied very efficiently for computation of the
number theoretic transform of a sequence of length d, significantly reducing the complexity of
Algorithm 1 for polynomial multiplication in finite fields. Also, all modular multiplications by
powers of r = 22" can be achieved by simple shift and subtraction operations. In this case, modular
multiplication by a power of r is slightly more complex than that in the Mersenne transform

where the same operation can be achieved with a mere bitwise rotation. However, since F,, =
2n+1

22" 11 = 222n7__11, the Fermat transform modulo F,, = 22" + 1 is equivalent to the corresponding
n+1
pseudo-Mersenne transform modulo M, /t = 2;n7__11 and can can be achieved via Mersenne number

arithmetic modulo the Mersenne number 22" — 1. Thus, one can achieve all multiplications by

powers of r = 22° with simple bitwise rotations. The advantage of this approach compared with
the Fermat transform using the Fermat number arithmetic is that modular multiplications with
powers of r become mere rotations and can be achieved very easily, however it has the drawback of
having almost twice increase in the word size of operands. Hence, when ¢ is a Fermat number, the
complexity of multiplication in GF'(¢™) using the Fermat transform is only O(m) multiplications
and O(mlogm) additions/subtractions and shifts in terms of GF'(q) operations. In Table 3, we
give a list of some Fermat primes and values for d and m that allow for application of the FFT and
thus possibly efficient polynomial multiplication in GF(p™) in the frequency domain.

Efficient Fermat transform is also possible with a d** primitive root of unity of the form r =
(v/2)*, for a positive integer k, thanks to the following relationship

V2 = 2¢/%(22 — 1) mod 2¢ +1 .

Thus, when r = (ﬂ)k in a Fermat transform modulo F,, = 22" + 1 or a pseudo-Fermat transform

modulo F,,/t = % (see Section 2.5.4), r = (v/2)¥ = 2% — 2 for some positive integers a and

k

b, and hence all multiplications by powers of 7 = (1/2)¥ can be carried out with at most two

shifts /rotations and a subtraction.

2.5.4 Pseudo-Fermat Transform

An NTT can also be efficiently performed modulo a pseudo-Fermat prime, e.g., F,,/t = 22—“ for a
positive integer ¢, and is called the pseudo-Fermat transform [18]. In a pseudo-Fermat transform,
all intermediary arithmetic operations can be carried out using Fermat number arithmetic modulo
2" +1 or Mersenne number arithmetic modulo the Mersenne number M,, = 2"+ —1 = (27 41)- (2"~
1) and only the final result needs to be reduced modulo F, /t = Lt‘*'l Hence, the pseudo-Fermat
transform retains some of the computational advantages of the Mersenne transform and introduces
further variety in the available transform lengths in the expense of increasing the word size for
the intermediary arithmetic operations from n + 1 —log, ¢ to n + 1 for a pseudo-Fermat transform
modulo F,/t = 241 In Table 4, we present a list of pseudo-Fermat primes and corresponding

t
transform parameters suitable for finite field multiplication in GF(¢™) for ECC.
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p=F,=22"+1 m d

r equivalent binary field size
22" 11 13 32 V2 117
22" 11 14 32 V2 126
22" 11 15 32 V2 135
22° 41 16 32 2 144
22" 41 716 92 119
22" 41 8 16 92 136
22" 11 13 32 2 221
22" 41 14 32 2 238
22" 41 15 32 2 255
22" 41 16 32 2 272
22 41 29 64 V2 478
22" 11 30 64 V2 495
22 11 31 64 V2 512
22" 11 32 64 V2 544

Table 3: List of Fermat primes p = F,, = 22" + 1 and d, r, m values for efficient multiplication in
GF(p™) in the frequency domain for ECC over finite fields of size 117 to 544 bits .

2.5.5 Fast Fourier Transform

An extremely efficient method for computing the DFT is the fast Fourier transform (FFT) [9]. The
FFT algorithm works by exploiting the symmetry of the DF'T computation and the periodicity of
the d" primitive root of unity r when the sequence length d is a composite number. For instance,
if a sequence is of even length, i.e. if its length d is divisible by two, then by applying the FFT
the DFT computation of this d-element sequence is basically reduced to the DFT computations of
two (d/2)-element sequences, namely the sequence comprising only the even indexed elements of
the original sequence and the sequence comprising only the odd indexed elements of the original
sequence. The DFT of a d-element sequence (a), where d is divisible by 2, can be expressed as
follows:

d d d d
d—1 5—1 71 51 51
A= "airT =" agir® + ) agipar® =Y " agi ()7 + 19 Cagipa(r?)?, 0<j<d-1.
1=0 =0 =0 =0 =0

(11)
Note that r? is a (g)th primitive root of unity in GF(p). Hence, the above d-element DFT compu-
tation of A;, for 0 < j < d — 1, can be performed with two (%)—element DFTs which are the DFTs
of the (%)—element sequences consisting of the even indexed elements and the odd indexed elements
of (a). In (11), the first and the second summations correspond to the (%)-element DFTs of even
and odd indexed elements of (a), respectively. Here, A; needs to be computed for 0 < j < d —1,
not for 0 < j < % — 1. However, (r?)’ is periodic with % for a d*" primitive root of unity r and d

even and therefore 195 = i, Thus, the equalities

d d
4 4

o d ..
Z CLQZ'(’I“Q)Z(]JFE) — Z CZQZ'(TQ)U
=0 1=0
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g=F,/t=02"+1)/t m d r equivalent binary field size
(213 +1)/3 13 26 2 ~ 2156
(215 4+1)/99 15 30 2 ~ 2135
(217 +1)/3 17 34 2 ~ 2272
(219 +1)/3 19 38 2 ~ 2342
(2 +1)/3 10 19 22 ~ 2180
(220 +1)/17 8 16 (v2)° ~ 2128
(220 +1)/17 20 40 2 ~ 2320
(220 +1)/17 10 20 22 ~ 2160
(221 +1)/387 21 42 2 ~ 2273
(222 +1)/1985 22 44 2 ~ 2264
(222 +1)/1985 11 22 22 ~ 2132
(22 +1)/3 23 46 2 ~ 2506
(227 +1)/1539 27 54 2 ~ 2459
(227 +1)/1539 9 18 23 ~ 2153
(228 +1)/17 14 28 22 ~ 2336
(228 +1)/17 7 14 24 ~ 2168
(232 +1)/641 16 32 22 ~ 2308
(232 +1)/641 8 16 24 ~ 2184

Table 4: List of some ¢ = F,,/t, m, d and r = £2 values for efficient multiplication in GF(¢™) in
the frequency domain for ECC over finite fields of size 128 to 506 bits.
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and

41 41
- d -0 d . ..
4 2 4 2
rits E :a2i+1(r )Z(J+2) — _pd 2 :a2i+1(r )4
i=0 i=0

hold. Therefore, once A; is computed for 0 < j < 4 — 1 as in (11) by performing two (%)-

element N'TTs, g — 1 multiplications for multiplications of the second summations by r/ (for j = 0
no multiplication is necessary for a multiplication by /) and % additions for merging the two
summations together, we can compute A; for % < j < d—1 immediately by using the same already
computed summations and with only additional % subtractions for merging the two summations.
The inverse FFT can be computed in a similar manner as the forward FFT with the exception
of the minus signs in front of the powers of r and d additional constant multiplications due to
the multiplications by d~!. When d is a power of two, the same approach can easily be applied
recursively surprisingly reducing the O(d?) complexity of the DFT computation to O(dlog, d).
Likewise, if d is a power of three, a similar approach could be be applied recursively to reduce the
O(d?) complexity of the DFT computation to O(dlogs d).

Unfortunately, full recursive application of the FFT for finite field polynomial multiplication
using Algorithm 1 would find limited application since there are only a few cases in Tables 1, 2, 3
and 4 where the available sequence length d is a power of 2 or another small prime number. Also, we
would like to note that for the efficient case of Algorithm 1 with the Mersenne transform where all
arithmetic is performed modulo the Mersenne prime M,, = 2" — 1, which is the field characteristic,
and there is no redundancy due to an increase in the word size, the allowable sequence length d is
either the prime number n (for r = 2) or 2n (for » = —2). Hence, either d = n is prime and the
FFT algorithm can not be applied at all or d = 2n and only a single level of recursion is allowed
in the FFT computation which would have limited computational advantage. In the next section,
we introduce the DFT modular multiplication algorithm which achieves both multiplication and
modular reduction in the frequency domain and could be more efficient than Algorithm 1 or other
efficient methods, especially for multiplication in Mersenne fields.

3 Modular Multiplication in the Frequency Domain

In many finite field applications, a chain of arithmetic operations need to be performed, rather
than a solitary one. For example, in elliptic curve cryptography a scalar point product is computed
by applying a chain of finite field additions, subtractions, multiplications, squarings and inversions
on the input point coordinates [7]. The Montgomery residue representation has proven to be
useful in this computation [16, 13]. In using this method, first the operands are converted to their
respective Montgomery residue representations, then utilizing Montgomery arithmetic the desired
computation is implemented, and finally the result is converted back to the normal integer or
polynomial representation. If there are a large number of operations performed in the Montgomery
domain, due to the efficiency of the intervening computations, the forward and backward conversion
operations become affordable. We introduce the same notion for the frequency domain. We present
an arithmetic operation in the frequency domain that is equivalent to Montgomery multiplication
in the time domain. Due to the linearity property of the DFT [8, 19], operations in the time domain
such as addition/subtraction and multiplication by a scalar directly map to the frequency domain,
i.e., for any two sequences (a) and (b) representing elements of GF'(¢") in the time domain and for
any two scalars y, z € GF(q),

DFT(y-(a) £ z-(b)) = y-DFT((a) ) £ z-DFT( (b)) .
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Hence, if a modular multiplication algorithm in the frequency domain can also be utilized, then
all finite field operations such as addition/subtraction and multiplication can be performed in the
frequency domain, and thus a finite field application, e.g. ECC, can be achieved completely in the
frequency domain, assuming also that for inversion a Fermat like inversion algorithm consisting
of multiplications is utilized and/or projective coordinates are used to avoid inversions. In the
remainder of this section, we introduce the DFT modular multiplication algorithm which allows for
both polynomial multiplication and Montgomery modular reduction operations in the frequency
domain.

3.1 Mathematical Notation

Since the DF'T modular multiplication algorithm runs in the frequency domain, the parameters used
in the algorithm are in their frequency domain sequence representations. These parameters are the
input operands a(z),b(x) € GF(¢™), the result c(z) = a(z) - b(z) - =™~ Y mod f(z) € GF(¢™),
irreducible field generating polynomial f(z), normalized irreducible field generating polynomial
f'(z) = f(x)/f(0), and the indeterminate zz. The time domain sequence representations of these
parameters are (a), (b),(c),(f),(f’) and (z), respectively, and their frequency domain sequence
representations, i.e. the discrete Fourier transforms of the time domain sequence representations,
are (A),(B),(C),(F),(F") and (X). We will denote elements of a sequence with the name of the
sequence and a subscript for showing the location of the particular element in the sequence, e.g. for
the indeterminate x represented as the following d-element sequence in the time domain

(x) = (0’]-’0’03"'70) )
the DFT of (z) is computed as the following d-element sequence

(X)=(1,r, r23 ot e ,rd_l) ,

1

whose first and last elements are denoted as Xy = 1 and Xg4_; = 791, respectively.

3.2 The DFT Modular Multiplication Algorithm

DFT modular multiplication presented with Algorithm 3 consists of two parts: multiplication (steps
1 — 3) and Montgomery reduction (steps 4 — 13). Multiplication is performed by simple pairwise
multiplication of the coefficients of the frequency domain sequence representations of the input
operands. Reduction is more complex and performed by Montgomery reduction in the frequency do-
main. In the reduction process the normalized field generating polynomial f'(z) = f(x)/fo mod ¢ is
used. Hence, f'(z) is equivalent to f(z) but normalized to have f'(0) = 1 and thus f/ = f;/ fo mod ¢
and F] = F;/fo mod ¢, for 0 <i <d—1.
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Algorithm 3 DFT Modular Multiplication

Input: (A), (B) which represent a(z),b(z) € GF(¢™) in the frequency domain

Output: (C) which represents ¢(z) = a(z) - b(z) - ==Y mod f(x) in the frequency domain
1: fort=0tod—1do
2: C;+— A, - B;

3: end for

4: for j=0tom —2do
5: S — Cy

6: fori=1tod—1do
7 S — S+C;

8: end for

9: S — —S/d

10 fori=0tod—1do
11: C;— (Ci+F-8)-Xx;!
12:  end for

13: end for

14: Return (C)

Proof of Correctness:

DFT modular multiplication is a direct adaptation of Montgomery multiplication for the frequency
domain. Polynomial multiplication part of the algorithm (steps 1 — 3) is performed via simple
pairwise multiplications. As a result, the polynomial ¢(x) = a(x) - b(x) is obtained. In the modular
reduction part (steps 4 — 13), S is computed such that (¢(z) + S - f/(z)) is a multiple of z. This is
accomplished by computing —cg, the negative of the first coefficient in the time domain sequence
(¢) and then by making ¢y zero by adding S (F’) to (C) in the frequency domain. Then again in the
frequency domain, (¢(z)+ S - f'(x)) is divided by x and the result, which is congruent to c(z) - 27!
modulo f(z) in the time domain, is obtained. This division of (¢(z)+S- f/(x)) by z is accomplished
in the frequency domain by dividing (C') + (F’) - S by (X) (Step 11). By repeating steps 5 — 12 of
the algorithm m — 1 times the final result (C), which represents a(z) - b(x) - z~ (™= mod f(z) in
the frequency domain, is obtained.

O

The inputs of the DFT modular multiplication algorithm presented with Algorithm 3 are the
DFTs (A) and (B) of the d-element sequences (a) and (b) which represent a(zx),b(z) € GF(q™),
respectively. The output of the algorithm is (C'), the DFT of the sequence (c), where (c) represents
the d-element sequence for ¢(z) = a(x) - b(x) - z=™=Y mod f(z). The extra z~ ("= factor shows
that the DFT modular multiplication algorithm actually computes Montgomery products of poly-
nomials in the frequency domain. Hence, the input polynomials a(x) and b(z) may be viewed as
the Montgomery residue representations of two polynomials u(z) and v(z) such that

a(x) = u(z) - 2™ mod f()

and

b(z) = v(z) - 2™ ! mod f(z) .

By DFT modular multiplication the residue representation is kept intact, i.e.,

a(z) - b(x) - =™ Y mod f(z) = (u(z) - v(z)) - 2™ mod f(x)
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which allows for further computation in the frequency domain.

For d ~ 2m, modular multiplication in GF'(¢"™) with the DFT modular multiplication algorithm
requires only 2m multiplications in addition to 4m? — 3m — 1 constant multiplications and 4m? —
5m + 1 additions in the ground field GF(g), while the classical method requires m? multiplications
and (m — 1)? additions ignoring the cost of modular reduction. In the next section, we will see that
this complexity of DFT modular multiplication may be improved dramatically by using special
values for ¢, r, d and the irreducible field generating polynomial f(z).

3.3 Utilizing Efficient Parameters for DFT Modular Multiplication

Using the smallest possible sequence length d, satisfying d > 2m — 1, will lead to the smallest
number of arithmetic operations in the computation of DFT modular multiplication. Optimally,
d = 2m — 1 will lead to the least number of arithmetic operations.

As mentioned in Section 2.5.1, using a Mersenne prime as the modulus and selection of r = +2
will allow for extremely efficient modular multiplication with r* = £2°. This modular multiplication
can be achieved with a simple bitwise rotation (in addition to a negation when r = —2 and i is
odd) which is inexpensive. In the DFT modular multiplication algorithm, this property may be
exploited if ¢ is chosen as a Mersenne prime and r is chosen as r = +2. In that case, in step 11
of the algorithm multiplications with X; ' = r~% = (£2)7% = (1)’ - 27°™°dd hecome simple
(—i mod d)-bit left-rotations (in addition to a negation when r = —2 and ¢ is odd), which have
negligible cost compared to a regular multiplication. Also, note that when ¢ is a Mersenne prime,
negation of an element of GF(q) can be achieved by simply flipping its bits. Multiplications
with F] in step 11 can also be avoided in a similar fashion for special f(z). For instance, for
the binomial f(x) = 2™ & 7% with s¢ an integer, F] = +rmi=somodd 4 1 and hence for r = +2
multiplications with F] can be achieved with only one bitwise rotation and one addition/subtraction.

. . . . / /
Likewise, for the trinomial f(x) = ™ £ r®m’z™ £ r% or f(z) = 2™ F r¥» 2" + r% where
. - LT T )
sh, and so are integers, F! = 4p™750 4 pMitSm =50 4 ] or [ = £pMTS0 — pMiESm TS0 4]

respectively, and hence multiplications with F, can be achieved with only two bitwise rotations and
two additions/subtractions. Finally, we would like to caution the reader that all these parameters
q,d,r and f(z) are dependent on each other and can not be chosen independently.

3.3.1 Existence of Efficient Parameters

In Tables 1, 2, 3 and 4 we give lists of parameters that would yield efficient multiplication in
GF(q™) using the DFT modular multiplication algorithm for operand sizes relevant to elliptic
curve cryptography. For every case listed in these tables, one can verify that there exist many
special irreducible binomials of the form 2™ 4 2%, or trinomials of the form x™ + rflxzy £ 1%
or ™ + r¥lx; F r%, as field generating polynomials that would allow for efficient DFT modular
multiplication. For some of these cases there exist efficient irreducible binomials which we present
with Theorem 6 and in Appendix, whereas for other cases we were not able to find such binomials
and included lists of efficient irreducible trinomials instead (see Appendix). However, note that for
the computationally more desirable cases of d = 2m, where m = n and ¢ = 2" — 1 is the Mersenne
prime field characteristic, there always exist efficient irreducible binomials. We would like to first
present Theorems 4 and 5, and Definition 2, which will be used in the proof of Theorem 6.

Theorem 4 [14] Let m > 2 be an integer and w € GF(q)*. Then the binomial x™ —w is irreducible
in GF(q)[x] if and only if the following three conditions are satisfied:
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1. each prime factor of m divides the order e of w in GF(q)*;
2. the prime factors of m do not divide %;

3. ¢ =1mod 4 if m = 0 mod 4.
Theorem 5 [15] Let o, 3 € GF(q) and a = (3'. The orders of a and 3 are related as

ord(6)
dla) = — 2\

o) = pedfiord ()

where ord(a) denotes the order of field element a and ged(a,b) denotes the greatest common de-

nominator of a and b.

Definition 2 A Wieferich prime is an odd prime p which satisfies 2P~1 = 1 mod p?.

Theorem 6 For a Mersenne prime q = 2™ — 1 and for m = n, a binomial of the form z™ £ 2%,
where s is an integer not congruent to 0 modulo n, is irreducible in GF(q)[x] if m is not a Wieferich
prime.

Proof of Theorem 6 For a binomial of the form z™ + 2° to be irreducible in GF(q)[z], it needs
to satisfy all three conditions of Theorem 4. The third condition is satisfied since m = n is a
prime number and the condition m = 0 mod 4 never holds. For the first and second conditions, we
consider the cases ' — 2° and z"* + 2% separately.

Let’s first consider the binomials 2" — 2°. When ¢ is a Mersenne prime of the form ¢ = 2" — 1
the order of 2 in GF(q) is n = m since 2" = 1 (mod q) and 2! # 1 (mod q) for i < n. Due
to Theorem 5 the order of 2° in GF(q) is o d(();i(ril)@)) = @ dZZ,m = m. The only prime factor of
m, which is itself, divides m and hence the first condition of Theorem 4 is satisfied. The second
condition of Theorem 4 is satisfied since m\% never holds unless m is a Wieferich prime.

Now, let’s consider the binomials 2™ 4 2% = 2™ — (—2%). Let’s first find the order of (—2%) in
GF(q), i.e., the smallest positive integer k£ such that (—2°)¥ =1 (mod ¢). The equality (—2°)* =
(=1 (2°)* =1 (mod q) can hold true in only two cases:

e Case 1: The integer k is odd, thus (—1)* = —1 (mod ¢), and (2°)* = —1 (mod q)
e Case 2: The integer k is even, thus (—1)* =1 (mod ¢), and (2°)¥ =1 (mod q)

We have —1 mod ¢ = 2" —2 = 2(2""! —1) and (2°)¥ mod ¢ = 2°¥ m°d " The equality 2(2" ! —1) =
2skmodn neyver holds for any positive integer k. Hence, the equality “(2°)¥ = —1 (mod ¢)” in
Case 1 can not hold and Case 1 is not possible. So, the integer k, which is the order of (—2°) in
GF(q), satisfies Case 2, i.e., it is even and the smallest positive integer that satisfies (2°)F = 1
(mod q). Since in GF(q) ord(2®) = m and m is odd, the smallest even k which satisfies (2°)¥ = 1
(mod ¢) is 2m. Hence 2m is the order of (—2%) in GF(q). The first condition of Theorem 4 is
satisfied for the irreducible binomials of the form ™ + 2% = 2™ — (—2%) since the only prime factor
of m, which is itself, divides 2m, the order of (—2°) in GF(q). The second condition of Theorem 4

. . . m__ . . . .
is also satisfied since m| 22m2 never holds unless m is a Wieferich prime.

a

The only known Wieferich primes are 1093 and 3511. It is also known that there are no other
Wieferich primes less than 4 x 10'2 [10]. Hence, for the more efficient cases in Table 1 where the
field characteristic ¢ = M,, = 2" — 1 is a Mersenne prime and m = n, m!" degree irreducible
binomials of the form " 4 2°, for a nonzero integer s, always exist.
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3.4 Complexity Analysis

In this section, we present the complexity of DFT modular multiplication for a practical set of
parameters relevant to ECC and compare it with other efficient methods, e.g. multiplication by
the direct application of the NTT and with time domain modular reduction (Algorithm 1) . In our
complexity analysis we assume the use of Mersenne prime finite field characteristics as ¢, irreducible
field generating binomials of the form f(x) = 2™ + 2%, d-th primitive root of unity » = +2 and
sequence length d ~ 2m. The field parameters we use, such as the low Hamming weight field
generating polynomial and Mersenne prime field characteristic, lead to efficient implementation of
multiplication for all methods. Therefore, for the selected parameters, we can safely assume that
our comparisons are fair. In Table 2, we present the complexities of multiplication in GF'(¢™) in
terms of GF'(q) operations for both Algorithm 1 and Algorithm 3 when such ideal parameters are
used. Note that the astonishingly low O(m) complexity of both algorithms in terms of the number
of GF(q) multiplications is achieved under the ideal conditions with these efficient field parameters
together with the choice of r = £2.

‘ Algorithm 1 Algorithm 3
# Multiplication | ~ 2m ~2m
# Const. Mult. ~2m—1 m—1
# Add./Subtr. | ~8m?—Tm ~6m?2 —Tm+ 1
# Rotation ~8m?—1lm+3 ~4m? —4m

Table 5: Complexity of multiplication in GF'(¢") in terms of the number of GF(q) operations when
f(x) =a™ 4 2% qis a Mersenne prime and d ~ 2m.

One could argue that for a Mersenne transform modulo a Mersenne prime p = 2" — 1 and
with » = —2, d = 2n is composite, hence it is possible to utilize the FFT for one level and obtain
faster computation when using the direct NTT approach of Algorithm 1. On the other hand,
similar improvements also exist for DFT modular multiplication. For instance, for DFT modular
multiplication in GF'(p™) where p = 2" —1, m = n and r = —2, f(xz) = 2™ — 2 is always irreducible
(see Theorem 6) and could be used as the field generating polynomial. In this case, the normalized

1

irreducible polynomial would be f’(z) = —5 - 2™ + 1. The following equality holds in GF(q):

—%—Fl:%, 1 even
T4, i odd

(=2 = (=2)" = (-1 (2" = ()™ (mod q)

Note that in this case F has only two distinct values, namely —%—l—l = % and %4—1 for the irreducible
field generating polynomial f(z) = 2™—2. Hence, F}-S in Step 11 of the Algorithm 1 can attain only
two values for any distinct value of .S and these values can be precomputed outside the loop avoiding
all such computations inside the loop. The precomputations can be achieved very efficiently with
only one bitwise rotation and one addition. With the suggested improvement, both the number of

base field additions/subtractions and the number of base field bitwise rotations required to perform
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an extension field multiplication are reduced by (d—1)-(m—1) = (2m—1)-(m—1) = 2m? —3m+1.
In Table 6, we present the new complexities of multiplication in GF'(¢™) when the single level FFT
is used for the direct DFT approach (Algorithm 1) and the above mentioned improvement is utilized
for DFT modular multiplication (Algorithm 3).

‘ Algorithm 1 (with FFT) Algorithm 3 (improved)

# Multiplication | ~ 2m ~2m

# Const. Mult. ~2m — 1 m—1

# Add./Subtr. ~ 4m? — 2 ~ 4m? — 4m

# Rotation ~4m? —Tm +3 ~2m? —m—1

Table 6: Complexity of multiplication in GF(¢") in terms of the number of GF'(¢q) operations when
f(z)=2a™ —2,¢g=2"—1is a Mersenne prime and d = 2m.

Clearly, the complexity of DFT modular multiplication (Algorithm 3) is an improvement upon
the direct DFT approach (Algorithm 1). Moreover, since DFT modular multiplication requires
significantly less number of complex operations such as multiplication and constant multiplication,
its overall performance appears to be better than the Karatsuba algorithm (see Table 7), for com-
putationally constrained platforms where multiplication is significantly more expensive compared
to simpler operations such as addition, subtraction or bitwise rotation.

‘ Karatsuba Algorithm 3 (improved)
#Multiplication | ~ m!°823 2m
#Const. Mult. | — m—1
#Add./Subtr. ~6mos23 —Tm+1 4m? —4m
#Rotation m—1 2m? —m —1

Table 7: Complexity of multiplication in GF(¢") in terms of the number of GF'(¢q) operations when
f(z)=2a™ —2,¢g=2"—1is a Mersenne prime and d = 2m.

Multiplication operation is inherently more complex than addition, subtraction or bitwise ro-
tation. Therefore a multiplier circuit either runs much slower or it is designed significantly larger
in area to run as fast. A straightforward low power/small area implementation of an n-bit multi-
plication can be achieved via n additions and n shift operations. Therefore, in serialized hardware
implementation the complexity of an n-bit multiplication may be assumed to be roughly equal to
the complexity of n additions and n shift operations. Using the same approach, we may assume
that multiplication by a constant n-bit number can be achieved with n/2 shifts and n/2 additions
on average. Under these assumptions, Table 8 gives the complexities of modular multiplication in
GF(q'3) for both Algorithm 3 and the Karatsuba method when ¢ = 23 — 1 and GF(¢'?) is con-
structed using the irreducible binomial f(z) = 2!3 — 2. The table also includes the total number of
clock cycles that a single multiplication with these methods takes, assuming addition/subtraction
and rotation operations all take a single clock cycle. Note that this finite field has size ~ 2169
and is chosen to be representative for elliptic curve cryptography. We would like to note that the
complexity figures in Table 8 corresponding to Algorithm 3 are obtained directly from Table 7 and
the figures for the exact complexity of Karatsuba multiplication for GF(q'3) are drawn from [28] .
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Karatsuba  Algorithm 2 (improved)

#Multiplication 91 26
#Const. Mult. - 12
#Add./Subtr. 390 624
#Rotation 12 324
#Total Clock Cycles | 2768 1780

Table 8: Complexity of multiplication in GF(¢'3) where f(z) = '3 -2, ¢ =23 — 1, d = 26 and
r=—2.

4 Conclusion

In this work, we investigated the application of the number theoretic transform, which found many
applications in digital signal processing, to finite field multiplication with an emphasis on elliptic
curve cryptography. We introduced the DFT modular multiplication algorithm which performs
modular multiplication in the frequency domain using Montgomery reduction. By allowing for
modular reductions in the frequency domain the costly overhead of back and forth conversions
between the frequency and time domains is avoided, and thus efficient finite field multiplication
is made possible for cryptographic operand sizes. We have shown that with the utilization of the
NTT in general and with our DF'T modular multiplication method in particular, especially in com-
putationally constrained platforms, finite field multiplication could be achieved more efficiently in
the frequency domain than in the time domain for even small finite field sizes, e.g. ~ 160 bits,
relevant to elliptic curve cryptography.
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Appendix

Table 9: Short list of efficient irreducible polynomials for construction of the finite fields listed in

Table 1.

Finite Field

f(z)

GF((2" - 1)1)
GF((2% - 1))
GF((2" ~1)¥)
GF((2' - 1)?)

GF((2'7 - 1)")
GF((2'7 - 1))
GF (2" - 1)¥)
GF (2"~ 1)")
GF((2' ~1)¥)
GF((2'7 - 1)"%)
GF (27— 1))
GF((2" - 1))
GF((2" —1)")
GF((2 - 1))
GF((2" ~1)¥)
GF((2" - 1)")
GF((2" —1)¥)
GF((2 - 1)"%)
GF((2" ~1)")
GF((2" ~1)¥)
GF((2" —1)¥)
GF (@ - 1)")
GF (2" ~ 1))
GF (2" ~1)¥)

ot 2223 41,
212 19555 11,
212 + 9%,

2 4 262 41,
ot 2823 41,
22+ +1,
213 420 41,
e 41,
x4+ 2% 41,
216 19555 1 1,
217 + 9%,

210 + 950,
a4+ 2% 41,
212 oty 41,
23420 41,
a4+ 23r 41,
1+ 295 4 20,
216 £ 91843 4 1)
217 4B 1,
218 4 28 41,
219 + 9%,
249204 11,
212 4 9%y 11,
B+ 28x 41,

24

o+ 2322 41,
212 4 9845 4 1,
for 1 <s5 <12
¥ + 2% + 1,

ol 4218323 41,
212 41 4,

o134+ 220 41,

a4 28 41,

x5+ 2522 41,
216 4 95,11 4 1
for 1 <sy <16
for 1 <sg <18
a4+ 2182 41,
212 4ol 41,
A D
a2 1,
x5+ 218 41,
216 4 91557 4 1
217 44,

218 4 10 41

for 1 <s5<18
g1 49295 41,
212 4 9%y 41,
3+ 2122 1,

x4 2645 41
224+ 2527+ 1

29+ 21142 4 1
e+ 2524 1
22 +292° + 1
B+ 222 41
44841
42624 1
216 4 9165 | 216

e+ 2222 1
212 4 210,5 4
a3 42622 4+ 1
a4+ 2322 41
o+ 22 +1
216 4 215,9 4 1
2T+ 2541
a® + 222 41

x4 2524 41
1,12 + 2301, + 1
B 425 41



Finite Field

f(z)

GF((%574)") o+ 2225 422, 2142322423, o104 218 42!
GF((22z7_1)9) ¥+ 22 +1, 2% + 202 + 1, 2+ 29+ 1
GF((2QZ7_1)10) 2104282 4+ 1, 04 2Mg3 11 210421823 11
GF((2227_1)11) 2 25 4 1, 2 4 26 1, 4924 41
GF((222;1)12) 212 4 227 41, 21242323 41, 212492723 +1
GF((Z-1)1) 2T 4 2% 4 1, 242173 1, 20T 4 250t 1
GF((sz;l)lg) 2 429 4+ 1, 420 41, 84273 41
GF((22z7_1)19) 19 4 91654 | 1, 19 49246 1, 219 4 215,8 4 1
GF((QZi;1)2O) 220 4 olgT 4, 220 4 2179 41 220 4 91751l 4 g
GF((2227_1)21) 221 4+ 99, 4 1, 22l 4942 4 1, 221 4 96,7 41
GF((QQL_I)ZQ) 2 42173 41, x4+ 21525 41, 2224257 +1
GF((Z-1)%) a3 + 2%, for 1 < 59 < 22

GF((zzEl)n) Joa s R B 1, 214 8 4 1, 2114925, 1
GF((22571_1)12) o2 4+ 2% + 1, 24+ 28x 41, 212422241
GF((Z71)1) a3 4 2523 4 1, 2B 2T 41, 2 225 41
GF((Qf;ﬁl)M) g4 492y 41, g4 oy 1 14 9l4y9 1
GF((%’?%;)B) 213 4 2523 4 1, g13 4 ollg3 41 218 4 91555 1
GF((26225§51)14) a4+ 2223 41, a4+ 243 1, M2t 41
GF((%ZE;)H’) 42924 41, e+ 2527+ 1, 15425841
GF((%ZE;)lG) 216 4 912,11 +212’ 216 4 43 +23’ 216 4 11 4 93
GF((%Z;E;)”) T4+ 282 4+ 1, 742922 41, 274252241
GF((zz;gl)n) a4+ 29 41, e+ 23241, 21422241
GF((QZ;_I)H) 24217 + 1, 2 4+29 41, 21242%zx 41
GF((QZ;?QA)B) 213 492 41, 13192 11 213498
GF((ZZ;*1)14) ot 4 257 41, o4 40213 1 p14493053 41
GF((ng_l)“’) 215 427y 41, 215 4222 41, 215 4927, 1
GF((23'272—1)16) 216 492 1 1, 216 12323 11, 216 121958 11
GF((QZ;;*l)”) 7 49T 41, 17 olg2 11 217 191252 1
GF((ZZZ*I)B) 441, o8 4217 41, 2 4252 41
GF((nggl)w) 219 4+ 26 4+ 1, 219 4 213 41, 2194923 41

Table 10: Short list of efficient irreducible polynomials for construction of the finite fields listed in
Table 2.
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Finite Field

f(x)

GF((2% +1)13)

GF((2” + 1))
GF«?3+1P%
GF((2% 4 1)16)
GF((2¥' +1)7)
GF((22" +1)8)
GF((2%" +1)13)
GF((2%" + 1))
GF((22" +1)15)
GF((22" +1)16)
GF((2*' +1)%)
GF((2%" +1)30)
GF((22" +1)31)
GF((22" +1)32)

13+ 282 41,
o144+ 262 4+ 1,
ZE15 + 212ZE + 1’

z’ 20z 41,
28 4+ a3 4+ 1,
213 4929, 41,
ot 4223 41,
!+ 2924 41,

1'16 4 2271'7 + 2277 .CE16 + 2292175 + 229,

23 423043 4 1,
232 4210, 4 210,

B 2 41,
a4 oly 4 1,
ZL‘15 +213£L'+ 1,

.5816 4 211569 + 211’

2T 4252 41,
x84+ 2%+ 1,
a3 2523 41,
ot 243 1,
2 422922 41,

{E29 +l,18 + 1,
23t 42313 41,

.CE32 + 225x5 + 225,

a4+ 2323 41
et 425 41
e 4247 + 1

16 _ 95,7 4 95
T+ 2% 41
24243 41
a4 2lg3 41
422023 41
x5 423027 41
216 4 929,13 | 929
2 4+ 2822 + 1
230 23029 41
a3l + 2%z 4+ 1
232 4 92745 4 927

Table 11: Short list of efficient irreducible polynomials for construction of the finite fields listed in

Table 3.

Finite Field | f(z)

GF((25h)13) 213 £ 2%, for 1 < sp < 12

GF(<21;3—1)15) x15 4 2’ .’IJ15 4 227 .’IJ15 4 24
GF((2521)1T) o7 £ 2%, for 1 < s9 < 16

GF((251)19) 219 + 250, for 1 < sp < 18

GR((ZSE)0) o041 9% 11, 1049241, 2104222 41
GF((22S%|—1)20) JJQO + 22$ + 22, .’L'ZO + 216.%. + 2167 x20 + 22$5 + 22
GF((5)'0) 210 42Ty 427 104915, 4 915 104 9p8 4o
GF((Qf;égl)ﬂ) 222 4 96 496 422 4 924, 4 924 222 4 923,3 4 923
GF((ZEh)1) 2t + 2%, for 1 < sp < 21

GF((2233+1)23) 23 4+ 250, for 1 < sg < 22

GF((Z2E)7) 2T £ 2%, for 1 < sp <8

GF((3)°) 29 2%, for ged(s0,3) = 1

GF((22f;L1)14) 24 + 96 + 26’ 214 + 911, + 211’ 24 + 216, + 916
GF((QQT;FI)?) x’ £ 2%, for ged(sp,7) =1

GF((Z“;ZJ{l)IG) 216 4 92, 4 227 216 4 9llay 4 2117 216 4 935, 4 935
GF«QZJ{l)S) 28 +25a:—|—25, 28 +26x+267 8 4 218, 4 918

Table 12: Short list of efficient irreducible polynomials for construction of the finite fields listed in

Table 4.
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